HAYGROVE SCHOOL

Online Safety Policy

LINKS: Health and Safety Policy, Data Protection Policy, Child Protection and Safeguarding Policy, Behaviour
Policy, Staff disciplinary Procedures, School Complaints Procedure, Al policy

DATE: September 2026

POSTHOLDER RESPONSIBLE: Online Safety Coordinator

DATE RATIFIED BY LOCAL GOVERNANCE COMMITTEE: October 2026
AUDIENCE: Governors, Staff, Students, Parents, Visitors

DATE OF NEXT REVIEW: September 2028 (two year review cycle)




Contents

o [P P RO P RO PPRROPPPRRON 3
R I LA o =Yoo I =qUT [ = Vol IR 3
3. Roles and reSPONSIDIIITIES .....cceccuiieieiiiiie e e et e e e e e e e e et e e e e e abae e s e abaeeeenreeeeenarenas 3
4. Educating pupils about ONlNE SAfELY ....ccciciiiiiiee e e e 6
5.1 Educating Parents about onling Safety ..o e e 8
5.2 Education — The Wider COMMUNITY.....cccciiiiiiiiiieecciiee e ctee et e e e stee e e e tree e s e are e e s e abeeesensaeeeenreaesennsenas 8
Lo Y oY= ot o TU 1|11 V=S 8
7. Acceptable use of the INternet in SChOOL............uuiii e e e 9
8. Pupils using mobile devices iN SCOOL...........ei i et e e e 9
9. Staff using work devices (or personal devices used for work) outside school...........cccccccveieieiieeeennen. 10
10. How the school will respond t0 iSSUES Of MISUSE ....ccccuviiiieiiiiieccieee ettt et e e aaeee e 10
3 - 11 11 = OO OO PPTPPPPPPN 10
12. Monitoring and Filtering arrangemENTS .......uviiiiciiiiiccie et e e e srae e e s sbbe e e sssaeeeeas 11
13. Links With Other POIICIES ..c..vviieiiiie e e et e e s rta e e e e ssra e e e e snbbeeeesasaeeaean 11
Appendix 1: Acceptable Use PoliCy (STUENT) ..cc.ueiiuiieiiee ettt srae e s 12
Appendix 2: Acceptable Use PoliCy (STaff)....c.icccii ittt et 14
Appendix 3: Staff Reduced filtered ACCESS POIICY......cciiiciiiiiiiiee ettt e s e e 17
Appendix 4: Monitoring and Reporting INCIdeNtS .......coccviiiiiiiiie e 18
Appendix 5i: Monitoring and Reporting Incidents (STUAENTS) ......ceeeiieeeciiiiiiiieciee e e 20
Appendix 5ii: Monitoring and Reporting Incidents (Staff) .......ccccooiecieieciiicece e 21
Appendix 6: Haygrove Firewall/Filtering Change ProCEAUIE ........ccueccueecieecieeiieesieectee et ere e esteestee v ens 22
Appendix 7: Acceptable Use Policy Extension (Technician / Administrator) ........cccoceeeeeeeeeeeciieecceeeennen. 23



1. Aims
Our school aims to:

Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors

Deliver an effective approach to online safety, which empowers us to protect and educate the whole
school community in its use of technology.

The 4 key categories of risk:
Our approach to online safety is based on the following categories of risk:

o Content — being exposed to illegal, inappropriate or harmful content, such as misinformation,
disinformation (fake news), racism, self-harm, suicide, radicalization, extremism, misogyny,
antisemitism, sexual or physical violence, and pornography

o Contact — being subjected to harmful online interaction with other users, such as peer pressure,
commercial advertising and adults posing as children with the intention to groom or exploit them
for sexual, criminal or other purposes

o Conduct — personal online behaviour that increases the likelihood of, or causes, harm, such as
making, sending and receiving explicit images and online bullying

o Commerce — risks such as online gambling, inappropriate advertising, phishing and/or financial
scam

Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate

The school recognises that artificial intelligence (Al) technologies present opportunities for learning as well
as risks relating to safeguarding, privacy, misinformation and academic integrity. The use of Al within the
school is managed in accordance with the Trust Al Policy and this Online Safety Policy.

2. Legislation and guidance

This policy is based on the Department for Education’s statutory safeguarding guidance, Keeping Children

Safe in Education, and its advice for schools on Teaching online safety for schools, preventing and tackling

bullying and searching, screening and confiscation. It also refers to the Department’s guidance on protecting

children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the Education
and Inspections Act 2006 and the Equality Act 2010. As well as the Education Act 2011, which has given
teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting inappropriate

images or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.

The policy also takes into account the National Curriculum computing programmes of study.

3. Roles and responsibilities

3.1 The Governing Board

The governing board has overall responsibility for monitoring and reviewing this policy and its effectiveness.
The governor who oversees online safety is: Tina Stoel-Walker

All governors will:

Have read and understood this policy

Agree and adhere to the terms on acceptable use of the school’s ICT systems and the Internet.
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Ensure that, where necessary, teaching about safeguarding, including online safety, is adapted for
vulnerable children, victims of abuse and some pupils with SEND because of the importance of recognising
that a ‘one size fits all’ approach may not be appropriate for all children in all situations, and a more
personalised or contextualised approach may often be more suitable.

3.2 The Headteacher and Senior Leaders

The Headteacher is responsible for ensuring that staff understand this policy, and that it is being
implemented consistently throughout the school.

e The Headteacher has a duty of care for ensuring the safety (including online safety) of members of the
school community, though the day-to-day responsibility for online safety will be delegated to the
Designated Safeguarding Lead and the Online Safety Coordinator

o The Headteacher should be aware of the procedures to be followed in the event of a serious online safety
allegation being made against a member of staff.

e The Headteacher is responsible for ensuring that the Designated Safeguarding Lead and Online Safety
Coordinator as well as all other relevant staff receive suitable training to enable them to carry out their
online safety roles and to train other colleagues, as required.

o The Headteacher will ensure that there is a system in place to allow for monitoring and support of those
in school who carry out the internal online safety monitoring role. This is to provide a safety net and also
support to those colleagues who take on important monitoring roles.

3.3 The Designated Safeguarding Lead and Online Safety Coordinator

Details of the school’s Designated Safeguarding Lead (DSL) are set out in our Child Protection and
Safeguarding Policy.

The DSL and Online Safety Coordinator take lead responsibility for online safety in school, in particular:

e Supporting the Headteacher in ensuring that staff understand this policy and that it is being implemented
consistently throughout the school

e Working with the Headteacher, Network manager and other staff, as necessary, to address any online
safety issues or incidents

e Managing all online safety issues and incidents in line with the school child protection policy
e Ensuring that any online safety incidents are logged and dealt with appropriately in line with this policy

e Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately in line with the
school behaviour policy

e Updating and delivering staff training on online safety
e Liaising with other agencies and/or external services if necessary

e Keeping the Headteacher, Senior Leadership Team and Governing board regularly informed on filtering
and monitoring and any online safety concerns.

3.4 The Network Manager and Technical Staff

The Network manager is responsible for ensuring that the school infrastructure / network is as safe and
secure as is reasonably possible and that policies and procedures approved within this policy are
implemented. It will also need to ensure that the relevant people named in the above sections will be
effective in carrying out their online safety responsibilities:



Internet access is filtered for all users. Inappropriate content is monitored and filtered by Opendium.
Content lists are regularly updated and Internet use is logged and regularly monitored. There is a clear
process in place to deal with requests for filtering changes. These keep pupils safe from potentially
harmful and inappropriate content and contact online whilst at school, including terrorist and extremist
material. This includes blocking access to potentially dangerous sites and, where possible, preventing the
downloading of potentially dangerous files.

Ensuring that the school’s ICT systems are secure and protected against viruses and malware. There will
be regular reviews of the safety and security of school technical systems, and that such safety
mechanisms are updated regularly.

Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems,
work stations, mobile devices etc from accidental or malicious attempts which might threaten the
security of the school systems and data. This includes conducting a full security check and monitoring the
school’s ICT systems on a regular basis. The school infrastructure and individual workstations are
protected by up-to-date anti-virus software.

All users are provided with a username and secure password by the Network Manager, who will keep an
up-to-date record of users and their usernames. Users may only access the networks and devices through
a properly enforced password protection policy, in which passwords are regularly changed and are of a
specified strength. All users are responsible for the security of their username and password. The “master
/ administrator” passwords for the academy ICT system, used by the Network must also be available to
the Headteacher or other nominated senior leader and kept in a secure place.

All users will have clearly defined access rights to academy technical systems and devices. Users can be
made aware of their own group policy access rights at any time by contacting the IT department, although
any changes to these rights is solely at the discretion of the Network Manager/Head of Computing. Any
changes must comply with this online safety policy and the Acceptable Use Policy of the requesting
individual.

The school has provided differentiated user-level filtering, allowing different filtering levels for different
groups of users, for example: ICT technicians / admin staff / teachers / HoD / HoY / students

An agreed policy is in place for the provision of temporary access of “guests” (eg trainee teachers, supply
teachers) onto the school systems.

ICT Technicians / Online Safety Coordinator regularly monitor and record the activity of users on the
school technical systems, and users are made aware of this in the Acceptable Use Policy. LanSchool
software is used to enable this process both by teachers of computing classes and the IT department.

The Acceptable Use Policy includes forbidding staff from downloading executable files and installing
programs on school devices. Requests for adding software or applications to devices must be made to
the IT department who will carry out the installation. Requests for additional applications are granted at
the discretion of the Network Manager.

Removable media (eg memory sticks / CDs / DVDs) by users on school devices are only allowed if they
are suitably encrypted. Personal data cannot be sent over the Internet or taken off the school site unless
safely encrypted or otherwise secured.

An appropriate system is in place for users to report any actual / potential technical incident / security
breach to the relevant person, as agreed. This includes ensuring that any online safety incidents and/or
cyber-bullying are dealt with appropriately in line with this policy, as well as the Behavior Policy.

Servers, wireless systems and cabling are securely located and physical access is restricted.
The Network Manager is responsible for ensuring that software license logs are accurate and up to date.

The Network Manager and IT Technicians keep up to date with online safety technical information in
order to effectively carry out their online safety role, and to inform and update others as relevant.

3.5 All staff and volunteers



All staff, including contractors and agency staff, and volunteers are responsible for online safety and must
ensure that:

e they have an up-to-date awareness of online safety matters, and of the current academy online safety
policy and practices

e they have read, understood and signed the Staff Acceptable Use Policy (AUP)

e monitor students use for any inappropriate, or concerning, online use, which is then reported to the
Online Safety Coordinator and sanctioned by the member of staff according to the Behaviour policy or
investigated.

e all digital communications with students / pupils / parents / carers should be on a professional level and
only carried out using official school systems

e online safety issues are embedded in all aspects of their curriculum and other activities
e students / pupils understand and follow the online safety, and Acceptable Use Policies

e students / pupils have a good understanding of research skills and the need to avoid plagiarism and
uphold copyright regulations.

3.6 Parents

Parents / Carers play a vital role in ensuring that their children understand the need to use the Internet /
mobile devices in an appropriate way. The academy will take every opportunity to help parents understand
these issues through parents’ evenings, newsletters, letters, e-mails, school website, school social media
pages and information about national and local online safety campaigns and literature. Parents and Carers
will be encouraged to support the academy in promoting good online safety practice and to follow guidelines.

Parents are expected to:

e Notify the Headteacher of any concerns or queries regarding this policy

e Ensure their child has read, understood and agreed to the terms on acceptable use of the school’s ICT
systems and online, including the use of digital and video images taken at school or during school events.

e Agree to the policy of students use of personal devices in the academy.

Parents can seek further guidance on keeping children safe online from the following organisations and
websites:

e What are the issues? - UK Safer Internet Centre: https://www.saferinternet.org.uk/advice-

centre/parents-and-carers/what-are-issues

e Hot topics - Childnet International: http://www.childnet.com/parents-and-carers/hot-topics

e Parent advice - Childnet International: https://www.childnet.com/parents-and-carers/

e National Online Safety: https://nationalonlinesafety.com/guides

3.7 Visitors and members of the community

Visitors and members of the community who use the school’s ICT systems or internet will be made aware of
this policy, when relevant, and expected to read and follow it. If appropriate, they will be expected to agree
and sign the terms on acceptable use.

4. Educating pupils about online safety

Pupils will be taught about online safety as part of the Computing curriculum, however the safe use of social
media and the Internet will also be covered in other subjects where relevant. Students will be taught in all


https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
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lessons to be critically aware of the materials / content they access on-line and be guided to validate the
accuracy of information. In lessons where Internet use is pre-planned, it is best practice that students should
be guided to sites checked as suitable for their use and that processes are in place for dealing with any
unsuitable material that is found in Internet searches. Where students are allowed online, staff should be
vigilant in monitoring the content of the websites the young people visit by using the software provided. Any
discovered breaches should be reported to either the Online Safety Coordinator, or a member of the
technical Staff.

It is accepted that from time to time, for good educational reasons, students may need to research topics (eg
racism, drugs, and discrimination) that would normally result in Internet searches being blocked. In such a
situation, staff should inform the Technical Staff and the Online Safety Coordinator in advance, with clear
reasons for the need for Filtering and Monitoring purposes.

Safer Internet Day will be part of keeping students informed of good online practices and ways to report any
concerns.

The online safety curriculum will be provided as part of Computing at KS3, and will be revisited throughout
years 10 and 11 as required in RSHE lessons and assemblies.

In Key Stage 3, pupils will be taught using the framework “Education for a Connected World” produced by
UKCCIS: Education for a Connected World

This includes:

* Their rights, responsibilities and opportunities online, including that the same expectations of
behaviour apply in all contexts

* Understand a range of ways to use technology safely, respectfully, responsibly and securely,
including protecting their online identity and privacy.

* Recognise inappropriate content, contact and conduct, and know how to report concerns

*  Online risks, including that any material someone provides to another has the potential to be shared
online and the difficulty of removing potentially compromising material placed online

* Not to provide material to others that they would not want shared further and not to share personal
material which is sent to them

*  The impact of viewing harmful content

* That specifically sexually explicit material (e.g. pornography) presents a distorted picture of sexual
behaviours, and can damage the way people see themselves in relation to others, and negatively
affect how they behave towards sexual partners

* That sharing and viewing indecent images of children (including those created by children) is a
criminal offence which carries severe penalties, including jail

* How information and data is generated, collected, shared and used online

* Students will be taught to acknowledge the source of information used and to respect copyright
when using material accessed on the Internet

* Students will also be taught how to use Al tools safely, responsibly and critically, including recognising
Al-generated content, understanding the limitations of Al systems, protecting personal information,
and complying with school expectations regarding academic integrity and plagiarism

Students should be helped to understand the need for the student Acceptable Use Policy and encouraged to
adopt safe and responsible use both within, and outside, school. Where necessary, teaching about
safeguarding, including online safety, will be adapted for vulnerable children, victims of abuse and some
pupils with SEND.


https://assets.publishing.service.gov.uk/media/5efa05b4e90e075c5492d58c/UKCIS_Education_for_a_Connected_World_.pdf

Staff should act as good role models in their use of digital technologies, the Internet and mobile devices at
all times.

5.1 Educating Parents about online safety

Many parents and carers have only a limited understanding of online safety risks and issues, yet play an
essential role in the education of their children and in the monitoring / regulation of the children’s online
behaviours. Parents may underestimate how often children and young people come across potentially
harmful and inappropriate material on the internet and may be unsure about how to respond.

The school will therefore seek to raise parents’ awareness of internet safety in letters home as well as the
school newsletter and in information via the schools social media sites. Parents can also access the schools
Safeguarding webpage and Online Safety Guidance where they can access links to other support and
information such as:

e https://swgfl.org.uk/
e http://www.saferinternet.org.uk/

e http://www.childnet.com/parents-and-carers

This policy may also be shared with parents. If parents have any queries or concerns in relation to online
safety, these should be raised in the first instance with the DSL.

5.2 Education — The Wider Community

The academy will provide opportunities for families to gain from the Academy’s online safety knowledge and
experience. This may be offered through the following:

e Online Safety messages targeted towards all relatives as well as parents.

® The academy website will provide online safety information for the wider community.

6. Cyber-bullying
6.1 Definition
Cyber-bullying takes place online, through social networking sites, messaging apps or gaming sites. Like

other forms of bullying, it is the repetitive, intentional harming of one person or group by another person
or group, where the relationship involves an imbalance of power. (See also the school behaviour policy.)

6.2 Preventing and addressing cyber-bullying

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become
aware of it happening to them or others. We will ensure that pupils know how they can report any incidents
and are encouraged to do so, including where they are a witness rather than the victim.

The school will actively discuss cyber-bullying with pupils on a regular basis, explaining the reasons why it
occurs, the forms it may take and what the consequences can be. Teaching staff are also encouraged to find
opportunities to use aspects of the curriculum to cover cyber-bullying where appropriate to their subject.

All staff (including support staff), governors and volunteers (where appropriate) receive training on cyber-
bullying, its impact and ways to support pupils, as part of safeguarding training.

The school also sends information on cyber-bullying as part of the school newsletter to parents so that they
are aware of the signs, how to report it and how they can support children who may be affected.


https://swgfl.org.uk/
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In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school
behaviour policy. Where illegal, inappropriate or harmful material has been spread among pupils, the school
will use all reasonable endeavours to ensure the incident is contained.

The DSL and Online Safety Coordinator will consider whether the incident should be reported to the police
if it involves illegal material, and will work with external services if it is deemed necessary to do so.

6.3 Examining electronic devices

Staff have the specific power under the Education and Inspections Act 2006 (which has been increased by
the Education Act 2011) to search for and, if necessary, delete inappropriate images or files on student’s
electronic devices, including mobile phones, tablets and other devices, where they believe there is a ‘good
reason’ to do so.

When deciding whether there is a good reason to examine, or erase data or files, on an electronic device,
staff must involve the DSL as well as a technician, and reasonably suspect that the data or file in question has
been, or could be, used to:

* Cause harm
* Disrupt teaching
* Break any of the school rules

If inappropriate material is found on the device, it is up to the staff member in conjunction with the DSL or
other member of the senior leadership team to decide whether they should:

* Delete that material

* Retain it as evidence (of a criminal offence or a breach of school discipline)

* Report it to the police

Any searching of students will be carried out in line with the DofE’s latest guidance on
https://assets.publishing.service.gov.uk/media/62d1643e8fa8f50bfbefa55c/Searching Screening and Co
nfiscation guidance July 2022.pdf.

Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will
be dealt with through the School Complaints Procedure.

7. Acceptable use of the Internet in school

All pupils, parents, staff, volunteers and governors are expected to sign an agreement regarding the
acceptable use of the school’s ICT systems and the Internet (Appendices 1, 2 and 3). Visitors will be expected
to read and agree to the school’s terms on acceptable use when relevant.

Use of the school’s Internet must be for educational purposes only, or for the purpose of fulfilling the duties
of an individual’s role.

We will monitor, and filter, the websites visited by pupils, staff, volunteers, governors and visitors (where
relevant) to ensure they comply with the above.

Staff may choose to apply for unfiltered access, if needed, and will therefore sign the unfiltered AUP.
However, this is still monitored and has filters for certain areas.

More information is set out for acceptable use in Appendices 1, 2 and 3.

8. Pupils using mobile devices in school

The educational opportunities offered by mobile technologies are being expanded as a wide range of devices,
software and online services become available for teaching and learning, within and beyond the classroom.

9
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Students may bring mobile devices into school, but they must be turned off and in their bag, they cannot be
used during:

* Lessons, or between lessons, Welcome, tutor or reading time
*  Break or lunchtime
* Clubs before or after school, or any other activities organised by the school

Any breach of this by a student will trigger disciplinary action in line with the School Behaviour Policy and will
result in the confiscation of their device.

9. Staff using work devices (or personal devices used for work) outside school

Work devices must be used solely for work activities.

Staff members using a work device outside school must not install any unauthorised software on the device
and must not use the device in any way which would violate the school’s terms of acceptable use, as set out
in Appendix 2. This also links to the Remote Learning Policy.

Staff must ensure that the work device is secure and password-protected, and that they do not share their
password with others. They must take all reasonable steps to ensure the security of their work device when
using it outside school. If staff have any concerns over the security of their device, they must seek advice
from the technician.

Any USB devices containing data relating to the school must be encrypted and kept securely.

Any personal device used for work should be password protected, have up-to-date anti-virus / firewall
software installed and the member of staff should have a technician review the safety/ security of the device.

10. How the school will respond to issues of misuse

Where a student misuses the school’s ICT systems or internet, we will follow the procedures set out in the
behaviour policy and the student’s account may be locked whilst an investigation takes place. The action
taken will depend on the individual circumstances, nature and seriousness of the specific incident, and will
be proportionate.

Where a staff member misuses the school’s ICT systems or the Internet, or misuses a personal device where
the action constitutes misconduct, the matter will be dealt with in accordance with the staff disciplinary
procedures. The action taken will depend on the individual circumstances, nature and seriousness of the
specific incident.

The school will consider whether incidents, which involve illegal activity or content, or otherwise serious
incidents, should be reported to the police.

11. Training

All new permanent staff members will receive training, as part of their induction, which will include network
use, safe internet use and online safeguarding issues including cyber-bullying and the risks of online
radicalisation.

All staff members will receive refresher training regularly, such as updates, for example through emails and
staff meetings.

As part of this training, all staff will be made aware that:

10



* Technology is a significant component in many safeguarding and wellbeing issues, and that children are
at risk of online abuse
* Children can abuse their peers online through:

o Abusive, harassing, and misogynistic messages
o Non-consensual sharing of indecent nude and semi-nude images and/or videos, especially around
chat groups
o Sharing of abusive images and pornography, to those who don’t want to receive such content
* Physical abuse, sexual violence and initiation/hazing type violence can all contain an online element

Training will also help staff:

* develop better awareness to assist in spotting the signs and symptoms of online abuse

* develop the ability to ensure pupils can recognise dangers and risks in online activity and can weigh
the risks up

* develop the ability to influence pupils to make the healthiest long-term choices and keep them safe
from harm in the short term

The DSL will undertake child protection and safeguarding training, which will include online safety, at least
every 2 years. They will also update their knowledge and skills on the subject of online safety at regular
intervals, and at least annually.

Governors will receive training on online safeguarding issues as part of their safeguarding training.

More information about safeguarding training is set out in our Child Protection and Safeguarding Policy.

12. Monitoring and Filtering arrangements

The DSL, Online Safety Coordinator and/or the technical staff log behaviour and safeguarding issues related
to online safety.

The Online Safety Coordinator will review this policy every 2 years. At every review, the policy will be
shared with the governing board. This is important because technology, and the risks and harms related to
it, evolve and change rapidly.

13. Links with other policies
This online safety policy is linked to our:

Child Protection and Safeguarding Policy
Behaviour Policy

Staff Disciplinary Procedures

Data Protection Policy

Health and Safety Policy

Remote Learning Policy

Al Policy

11



Appendix 1: Acceptable Use Policy (Student)

This document is designed to encourage you to explore technology as part of your learning, but at the same time keep
you and everyone else safe.

When you are enrolled at Haygrove School you will be granted access to the schools filtered and monitored internet,
your own drive area that is only accessible in school and a student Google account which includes your own school gmail
and drive area which can be accessed everywhere. Other online learning software packages may be set up for you by
teaching staff to aid your learning. You will be given your own username and password that you need to remember,
and are trusted not to share this information with others.

Personal devices:

Mobile phones and other smart devices that can record or send / receive messages / notifications are not to be used in
school, and should be turned off for the school day and kept in bags.

Monitoring and Filtering:

| understand that the school will actively monitor, and filter, my use of the ICT systems, including my use of the
schools internet, gmail and other digital communications. This is to ensure that | stay safe and may mean that | am
asked about any searches | make.

| will not use any programmes, or attempt to search ways that might allow me to bypass the filtering / security
systems in place to prevent access to such materials.

Generative Al is currently not accessible for use in school by students.

Responsibility and Respect:

| understand that | must use school ICT systems in a respectful and responsible way, to ensure that there is no risk to

my safety nor to the safety and security of the ICT systems and other users.

* | will not share my passwords, nor will | try to access any other person’s accounts.

* | will not enter a computer suite without a member of staff present.

* When using school equipment, | will not unplug any hardware, but instead immediately report any damage or faults,
however this may have happened, to the member of staff present.

*  When working collaboratively | will respect other students’ work and property, as well as respect all group members’
contributions, and edit only with permission of the group.

* | will not open any attachments to emails, unless | know and trust the person / organisation sending the email, due
to the risk of the attachment containing viruses or other harmful programmes.

* | understand that the school ICT systems are intended for educational use and that | will not use the systems for
personal or recreational use such as online shopping or social media.

* | will only access websites that are age appropriate and suitable for the learning taking place.

* Alis becoming increasingly part of daily life, but | am aware that | can not use Al as my own work as this would count
as plagiarism. | am aware that most Al requires either parental permission and / or has a minimum age restriction
of 13 or 16.

* | will not make large downloads or uploads that might take up internet capacity and prevent other users from being
able to carry out their work.

* | will not alter computer settings, nor will | try to install programmes of any type on a computer.

General Online safety:

| am aware of online safety concerns and can protect myself by applying the following:

* | will not disclose or share personal information about myself or others when on-line.

* | will immediately report any unpleasant or inappropriate material, messages or anything that makes me feel
uncomfortable when | see it on-line.

* | should ensure that | have permission to use the original work of others in my own work. and respect Copyright
legislation.

12



*  When | am using the internet to find information, | should take care to check that the information that | access is
accurate and not biased, as | understand that not everything online is as it seems, and that some information and
images may even be generated by Al.

* When using my own personal social media accounts | must ensure all my comments relating to school / school
activities are presented positively and respectfully in line with school expectations, and do not involve inappropriate
behaviour that affects the school community, such as cyber-bullying.

Please note:

Failure to comply with this agreement means there will be sanctions from the school in line with the School Behaviour
Policy. This may include conversations with parents / guardians, losing the right to use the school equipment and
network, or suspension.

In the event of illegal activities then we will involve the relevant authorities.

Parents / Guardians:

| understand access to a student google drive and gmail facility, online educational learning software, the internet and
school ICT facilities will be granted when my child starts Haygrove School.

| understand that | can choose for my child to not use the ICT facilities, which in turn, could limit my child's access to
certain subjects, and their subject options at Key Stage 4.

| have read and understand the above and agree to follow the guidelines in this Acceptable Use Agreement:

Student Name in full (Please Print): Tutor Group:

Student Signature:

Parent / Carer Signature : Date:__ /___/___
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Appendix 2: Acceptable Use Policy (Staff)

This Acceptable Use Policy is intended to ensure:

¢ that staff and volunteers will be positive role models, responsible users and stay safe while using the internet and other
digital technologies for educational, personal and recreational use.

e that school systems and users are protected from accidental or deliberate misuse that could put the security of the systems
and other users at risk.

e that staff are protected from potential risk in their use of technology in their everyday work.

The school will try to ensure that staff and volunteers will have good access to technology to enhance their work, and learning
opportunities for students. The school will, in return, expect staff and volunteers to agree to be responsible users.

New technologies / devices have become integral to the lives of children and young people in today’s society, both within
school and in their lives outside school. The internet and other digital technologies are powerful tools, which open up new
opportunities for everyone. These technologies can stimulate discussion, promote creativity and stimulate awareness of
context to promote effective learning.

They also bring opportunities for staff to be more creative and productive in their work.
All users should have an entitlement to safe internet access at all times.

I understand that | must use school technology in a responsible way, to ensure that there is no risk to my safety or to the safety
and security of the school systems and other users.

| recognise and respect the value of the use of technology for enhancing learning.

lunderstand that | must use Al and other emerging technology responsibly to minimise the risk to the safety, privacy, or security
of the school and its systems. | acknowledge the potential of these technologies for enhancing learning and will endeavour to
use them as per the schools’ policies.

| understand that we are all teachers of online safety and will be a positive role model to support the education of the young
people in my care in the safe use of technology, and embed online safety in my work.

Use of Computer suites:

e If | wish to use a computer suite then | need to book the suite in advance and make sure that both students and relevant
staff are informed of the room change.

e Computer suite keys are available from the IT office and must be returned at the end of the lesson after the room is locked.
| am aware that | need to supervise students in the room at all times. This includes monitoring their activity at all times
using the provided school monitoring software, and implementing, as needed, the school behaviour policy. | am aware that
the room is a shared space and | will leave the room neat and tidy ready for the next member of staff.

e It is my responsibility to ensure students meet their AUP whilst in the computer suite. This includes their use of internet
search engines including no student use of generative Al, not moving or changing IT equipment, no use of their own devices
such as USB drives, any damage to IT equipment should reported to the IT technicians as it occurs.

e If students are using computer suites to complete assessments such as external assessments, coursework or NEA then |
need to know that the work produced is the students own and not plagiarised in any way. If the use of Al is allowed by my
exam board then | will stringently check the students work as well as discuss how Al can, or cannot be used in their work.
If | feel that the student may have broken the rules of the awarding body then | will discuss this firstly with my line manager
and then the exams officer.

Using Technology:

e | understand that the school will monitor use of equipment my use of the school systems, email, Al tools and other digital
communications / technology by using software, including internet filtering, and CCTV.

e | understand that the rules set out in this agreement also apply to use of school systems (e.g. laptops, phones and email)
out of school, and to the transfer of personal data (digital or paper based) out of school (personal data including academic
data and contact information relating to any adult or student a the school).

e | understand that the school systems are intended for educational use, and should be used in accordance with this AUP and
the school e-safety policy.

e | will not access, copy, remove or otherwise alter any other user’s files. If for any reason | need to access a student’s files,
such as coursework, then | will speak to my manager, and then ask an IT technician to assist me.
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When | use my devices (desktops / laptops / tablets / Smartphone / USB devices etc.) in school, or at home, to access the
schools cloud/remote computing platform, | will follow the rules set out in this agreement, in the same way as if | was using
school equipment. | will ensure that any such devices are protected by up-to-date software, firmware, anti-virus software,
operating system, and free from viruses. | will also follow any additional rules set by the school about such use, including
encryption. | will log out of the schools’ cloud / remote user computing platform when I have finished using it, to prevent
un-authorised access.

I will not use my personal Apple account on school owned Apple devices.

Security:

I will not disclose my username or password to anyone else, unless required by an IT Technician for support, nor will | try
to use any other person’s username and password.

| understand that | should not write down, or store a password, where it is possible that someone may steal, or accidentally
see it.

| understand that | have a responsibility to protect my school profile by ensuring my computer equipment is logged off, or
locked, when | am not present.

To ensure further protection of my profile | understand that | need to change my password on a regular basis when asked
to do so. My password will meet the requirements the schools password policy of a minimum length of 8 characters and
including upper and lower case and numbers or special characters.

I will not open any hyperlinks in emails or any attachments to emails, unless the source is known and trusted (due to the
risk of the attachment containing viruses or other harmful programmes.) If | have any concerns about the validity of the e-
mail, | will check with an IT technician before opening.

| will ensure that my data is regularly backed up, in accordance with relevant school policies.

I will not try to upload, download or access any materials which are illegal (child sexual abuse images, criminally racist
material, adult pornography covered by the Obscene Publications Act) or that are inappropriate, or may cause harm or
distress to others.

I will not try to use any programmes or software that might allow me to bypass the filtering / security systems in place to
prevent access to such materials.

I will not try to make large downloads or uploads that might take up internet capacity and prevent other users from being
able to carry out their work.

I will not install, or attempt to install, programmes of any type on any device/PC, or store programmes on a computer, nor
will | try to alter computer settings. If | require different software then | will consult with the IT technicians.

I will not disable or cause any damage to school / academy equipment, or the equipment belonging to others.
I will immediately report any damage or faults involving equipment or software, however this may have happened.

I will only transport, hold, disclose or share personal information about myself or others, as outlined in the Schools Personal
Data Policy. Where | need to transfer digital personal data outside the secure local network, including the use of Portable
storage / USB devices or via the email system, it must be encrypted.

| will ensure that no personally identifiable information will be used in Al tools for Al learning, as part of this | will only use
Al tools that have approval and robust security measures in place.

| understand that the Data Protection Policy requires that any staff or student data to which | have access, will be kept
private and confidential, except when it is deemed necessary that | am required by law or by school policy to disclose such
information to an appropriate authority.

Online including use of Social Media:

| understand that | have a responsibility to immediately report any illegal, inappropriate or harmful material or incident
(including incidents under the counter-terrorism and security Act 2015), | become aware of by other staff, students and
my own personal use of computer equipment, to the appropriate person.

When using my personal social media | will not make any reference to students/parents/carers/school staff, nor mention
the school in any way that could be deemed unprofessional. | will not engage in online discussions on personal matters
relating to the school community.

When using my personal social media | will not upload, or share, images or recordings of students relating to school
activities, nor will | communicate with parents/carers on posts about school related matters.
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| will seek permission from the schools e-safety co-ordinator first before setting up any school related social media, and
then share school-related social media account details with IT technicians in order for them to check regulations.

I will not “friend’ any current, or recently ex-student on my personal social media. In this case, | am aware that this could
compromise my professional role.

I will only use social networking sites in school for work purposes and in accordance with the school’s policies. | need to
ensure that any private social networking sites that | create, edit or contribute to, and any online activity that | engage with
inside and outside school, does not compromise my professional role in school in any way (e.g. posting of offensive content,
contacting students).

I understand that social networks update their terms of service on a regular basis and therefore | need to update my security
settings on a regular basis to ensure appropriate privacy settings.

Recording of students:

I will not use any personal device or personal social media to record or publish images / videos / sound involving students.
If taking part on an organised school event then there should be a school device available for this purpose, which should
then be returned to the trip organiser.

| will ensure that when | take images / videos / sound recordings of others | will do so with their permission and in
accordance with the permissions given to the school by the parent / guardian.

Where these images are published by the appropriate person (e.g. on the school website, social media) they will follow
permissions given to the school by the parent / guardian.

Communication:

I will only communicate with students and parents / carers using official school systems. Any such communication will be
professional in tone and manner. | understand that communication must be written in such a way that it cannot be
considered to be abusive, defamatory or libellous . | accept all liability for my communications. | must ensure that written
statements cannot be construed out of context.

Legislation:

I will ensure that | have permission to use the original work of others in my own work, in accordance with copyright.

Where work is protected by copyright, | will not download or distribute copies (including images, music and videos).

| understand that | am responsible for my actions in and out of the academy:

I will report any breach of the above Acceptable Use Policy to the Head of Computing / Network manager and in their absence,
| will report any breach to my line manager. | will ensure the information | receive regarding children becoming victims of any
breach of the students AUP, or any incident which compromises their safety online, or otherwise, is reported to the E-Safety
Coordinator or the Designated safeguarding Lead. Equally, | will report any incident involving electronic communications,
whether from a child or adult, that compromises my safety or professional standing.

| understand that if | fail to comply with this Acceptable Use Policy Agreement, | could be subject to disciplinary action.

| have read and understand the above and agree to use the school systems (both in and out of school) and my own devices (in
school and when carrying out communications related to the school) within these guidelines.

Staff / Volunteer Name:

Signed: Date:
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Appendix 3: Staff Reduced filtered Access Policy

By signing this form, you accept and fully understand that any breach of this policy can result in disciplinary action
by the school and / or the police

Once approved, access to the internet will have less filtering and be available through any PC including
chromebooks.

REMEMBER: Your internet access will display any pop-ups, adverts or images that would otherwise have been
filtered, so please be careful when searching online. There is still some filtering in place and you will still be
monitored. This policy allows the use of streaming media and social media sites.

From time of signing this document:

I will at all times comply with the Staff Acceptable Use Policy, for which | will have signed in order to be
authorised to use this service. If at any point the Acceptable Use Policy is broken, | will lose this access as well.

I will ensure that when using the internet, | do not display materials that are inappropriate through my
whiteboard, or otherwise.

I will at no point use the internet in any way that may bring the school into disrepute or may harm my
professional standing. As part of this | will ensure all materials have been checked before use, and are
appropriate for the educational purpose intended.

| will refrain from “streaming” large audio-visual files that could slow down the school network.

| will not download and install any software at any point for any reason without first contacting the Network
Manager (Stephen Hudd).

| am aware that this is provided to me solely for the purpose of aiding effective teaching and learning and not
for me to use socially whilst at work i.e. for personal social media - facebook / twitter etc.

| must continue to use only the designated communication services for any professional communications.
| am aware that extreme breaches of this policy are electronically reported to the Governors and the police.

If at any point, | see or access material accidentally that | feel is inappropriate, | must end the session and
report it immediately to an IT technician.

I will not allow students to use my PC or my account at any point for any purpose.

| will ensure that my PC is locked at all times when | am not using it.

I confirm that | have read, understood and agreed with this Policy. If at any point | am concerned that an action
I may take could breach this Policy in any way then Don’t Do It. Check It.

| also confirm that | have received a formal briefing by the Online Safety Coordinator prior to receiving my
change of access.

Name (Printed):

Signed:

Date: / /

Briefing received by Online Safety Coordinator: YES / NO

Signature of Online Safety Coordinator: Date:

/ /
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Appendix 4: Monitoring and Reporting Incidents

The school believes that the activities referred to in the table below would be inappropriate in a school context and that all users
(certain users have different levels of access and need so are represented in certain users column eg certain office staff) should not
engage in these activities in school, or outside school when using school equipment or systems. The school policy restricts certain

internet usage as follows:

User Actions
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Users shall not Child sexual abuse images

*

visit internet
sites, make, post, | Promotion or conduct of illegal acts eg under the child

download, protection, obscenity, computer misuse and fraud legislation

upload, data

transfer, Adult material that potentially breaches the obscene *
communicate or Publications act UK

pass on,

materials, Criminally racist material UK *
remarks or

proposals that Pornography *

contain, or relate
to: Promotion of any kind of discrimination

Promotion of racial or religious hatred

Threatening behaviour, including promotion of physical
violence or mental harm

Any other information that may be offensive to colleagues or
breach the integrity of the ethos of the school or brings the
school into disrepute

Use school systems or device to run a business

Use systems, applications, websites or other mechanisms that bypass the filtering or
other safeguards employed by the school

Uploading, downloading or transmitting commercial software or any copyrighted
materials belonging to third parties, without the necessary licensing permissions

Revealing or publicising confidential or proprietary information (e.g. computer /
network access codes and passwords)

Creating or propagating computer viruses or other harmful files

Carrying out sustained or instantaneous high volume network traffic (downloading /
uploading files) that causes network congestion and hinders others in their use of
the internet

On-line gaming

On-line gambling

On-line shopping / commerce

Use of video streaming e.g. Youtube
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Responding to incidents of misuse

It is hoped that all members of the school community will be responsible users of ICT, who understand and follow the
restrictions set out in this document. However, there may be times when infringements could take place, through
careless or irresponsible or, very rarely, through deliberate misuse.

If any apparent or actual misuse appears to involve illegal activity i.e.

¢ child sexual abuse images

e adult material which potentially breaches the Obscene Publications Act
e criminally racist material

e other criminal conduct, activity or materials

The school will follow the policies laid out in the Child Protection and Safeguarding Policy and will inform necessary
members of staff immediately to ensure the safeguarding of our young people. The School will also report the incident
to the police and ensure the preservation of evidence. lllegal activity will be saved in to the ICT Evidence area

If members of staff suspect that misuse might have taken place, but that the misuse is not illegal (as above) it is essential
that correct procedures are used to investigate, preserve evidence and protect those carrying out the investigation.

This guidance recommends that more than one member of staff is involved in the investigation which should be carried
out on a “clean” designated computer.

It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse. It
is important that any incidents be dealt with as soon as possible in a proportionate manner.
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Appendix 5i: Monitoring and Reporting Incidents (Students)

Students Possible Actions Possible Sanctions
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Deliberately accessing or trying to access material
that could be considered illegal (see list in earlier
section on unsuitable / inappropriate activities).

Unauthorised use of mobile phone / digital
camera / other handheld device

Unauthorised use of social networking / instant
messaging / personal email

Trying to access gaming sites

Unauthorised downloading or uploading of files

Allowing others to access school network by
sharing username and passwords

Attempting to access or accessing the school
network, using another student’s / pupil’s
account

Attempting to access or accessing the school
network, using the account of a member of staff

Corrupting or destroying the data of other users

Sending an email, text or instant message that is
regarded as offensive, harassment, of a bullying
nature

Actions which could bring the school into
disrepute or breach the integrity of the ethos of
the school

Using proxy sites or other means to subvert the
school’s filtering system

Accessing or trying to access offensive or
pornographic material

Receipt or transmission of material that infringes
the copyright of another person or infringes the
Data Protection Act
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Appendix 5ii: Monitoring and Reporting Incidents (Staff)

Staff Possible Actions Possible Sanctions
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Deliberately accessing or trying to access material that
could be considered illegal (see list in earlier section on
unsuitable / inappropriate activities).

Excessive or inappropriate personal use of the internet /
social networking sites / instant messaging / personal
email

Unauthorised downloading or uploading of files

Allowing others to access school network by sharing
username and passwords or attempting to access or
accessing the school network, using another person’s
account

Careless use of personal data e.g. holding or transferring
data in an insecure manner

Deliberate actions to breach data protection or network
security rules

Corrupting or destroying the data of other users or causing
deliberate damage to hardware or software

Sending an email, text or instant message that is regarded
as offensive, harassment or of a bullying nature

Using personal email / social networking / instant
messaging / text messaging to carrying out digital
communications with students / pupils

Actions which could compromise the staff member’s
professional standing

Actions which could bring the school into disrepute or
breach the integrity of the ethos of the school

Using proxy sites or other means to subvert the school’s
filtering system

Accidentally accessing offensive or pornographic material
and failing to report the incident

Deliberately accessing or trying to access offensive or
pornographic material

Breaching copyright or licensing regulations

Continued infringements of the above, following previous
warnings or sanctions
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Appendix 6: Haygrove Firewall/Filtering Change Procedure

Haygrove Firewall/Filtering Change Procedure

Purpose:
To outline the process for changes/requests including-

Firewall Ports opening

Port Forwarding

Firewall Rules

Filtering Categories and Groups
Filter Overrides

Permissions and Limits

The firewall/filter is implemented to protect the Schools network from unauthorised use and to protect sensitive data
stored on the Schools computer systems.

Procedure:

All firewall changes will be evaluated to ensure they conform to current security best practices and do not conflict
with any existing rules in-place. Opendium/Iceni will also advise on changes prior to implementation.

Firewall changes will only be made by the ICT department or by Opendium/Iceni under instructions from the school.
All firewall changes will be logged, the log includes the following information-

Name of requester

Source of Traffic (IP/Hostname)

Destination of Traffic (IP/Hostname)

Port Number(s) and name of service needed (i.e 25/SMTP)
Details/Reasons for change

Date of change

A monthly change Audit log report will be run each month and saved to the ICT dept. \Audit folder
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Appendix 7: Acceptable Use Policy Extension (Technician / Administrator)

The Trust/School ICT Staff or person with administration rights is placed in an exceptional position of trust. Many of the
duties that the Head Teacher expects these people to complete could be against other trust and school Policies.

This document is not a job description but an addition to the Staff Acceptable User Policy that allows ICT Staff to fulfil
these duties.

Areas of concern are that:

Files may be created, imported or processed by staff and pupils and stored on the school’s servers or other
storage systems (e.g. USB memory sticks, SD cards etc.) that might be of an inappropriate nature to the school
setting. Inappropriate use includes any production, processing or transmission of offensive, provocative,
extremist, racist, unethical, irreligious or anti-social materials in any format. Also included in this area are any
materials that are against the rules and conditions of service for the school e.g. material that might bring the
establishment into disrepute. Work created during the school’s time or on the school’s equipment or on one’s
own equipment but for schoolwork, belongs to the school.

User accounts will need to be created and serviced meaning that there may be access to these accounts by ICT
Staff and the Administrator.

Through work within the school’s administration network, ICT Staff may be placed in the position of assisting
in the processing of sensitive personal data including children’s health or MIS data, confidential letters or
information from or to senior staff, budgeting plans etc.

ICT staff may be asked to review CCTV evidence, which may be highly sensitive and deemed as inappropriate,
any CCTV evidence involving female only area’s must only be reviewed with a female member of staff being
present.

ICT staff will be required to use their personal electronic communication devices such as mobile phones to
communicate with other IT staff and occasionally take photos, notes or video of IT related equipment during
working hours. Under no circumstances should photos or videos of staff and students be taken using personal
electronic communication devices.

The ICT Staff, through specific usernames and passwords, has control (sometimes through remote
workstations) to the school’s network. In the past there have been examples where these powers have been
abused.

Because of these areas of concern the ICT Staff should:

be responsible for monitoring the school’s network.

be given permission to access other user’s files.

protect the users by maintaining a filter for the school.

monitor the internet use of users within the school.

be aware of the laws relating to the use of computers especially those around Data Protection,
Prevent and intimate Sexting images, copyright and those referred to in the school’s Online Safety
Policy and AUPs.

Make sure that they record all usernames and passwords for all the services they access in a place where the
senior leaders in the school can access them.

Have their use of the school’s network, internet and other aspects of their work open for scrutiny.

o O O O O

To enable them to discharge these duties they should:

Receive training on the sensitive nature of their job especially in relation to Data Protection and the
confidentiality of information and the school’s Prevent duty.

Have an agreed procedure for managing the internet filter. This should include a log of decisions made and
actions taken.

Have an agreed understanding of what is expected of them as far as the regular monitoring of the network
system and internet

Have agreed procedures for reporting incidents.

Log any incidents including minor ones that are quickly resolved.
Be careful to make sure that they are observed when investigating serious incidents to make sure that they are
protected against any allegations that could arise including:
o secure and switch off any device that is suspected of containing an intimate sexting image and report
to safeguarding lead
o never open websites that are suspected of having inappropriate material unless others are present
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e Have frequent meetings with their line manger to report on any issues or trends.

As a member of ICT Staff (or a person who has administration responsibilities) | have read the above document and
understand that | will be directed by senior staff to complete work outside of the Staff Acceptable User Policy.

| will report all concerns | have to the appropriate member of Senior Management.

Name:

Signed:

Senior Member of Staff:

Date:
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